1. Company Information

la. Company Name

1b. How many employees does your organization have?

1c. Which cloud infrastructure platforms! do you leverage?
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2. Email Security

2a. Do you enforce Multi-Factor Authentication (MFA) for access to emails for all employees?
O Yes O No

2b. What email security solution (vendor) do you use?

2c. Which of the following features are enabled in the email security solution?
CHECK ALL THAT APPLY

D Spam and phishing protection
D User impersonation protection

D Attachment sandboxing
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3c. Which solutions are a part of your backup strategy?
CHECK ALL THAT APPLY | LIST ALL APPLICABLE VENDORS

D On-site backup software (e.g. Veeam, Dell, Commvault)

D OT-site backup (e.g. tape, AWS S3, Azure Blob storage)

D Backup as a Service (e.g. Veeam Cloud Connect, Druva, Acronis)

D No solutions

D Other solutions

3d. How are local backups protected against deletion or corruption?
CHECK ALL THAT APPLY
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4. Privileged Account Management

4a. How are privileged accounts? secured and managed?
CHECK ALL THAT APPLY



5¢. What Endpoint Security Technology do you have in place?
CHECK ALL THAT APPLY

Standard Anti-virus
McAfee MVISION Endpoint Security
Symantec Endpoint Security
Webroot Endpoint Protection
Malwarebytes
Microsoft Defender (standard built-in anti-virus)
No standard anti-virus
Other standard anti-virus
Next-Gen Anti-virus
Cylance
CrowdStrike Falcon Protect
SentinelOne Singularity Core
Sophos Intercept X Advanced
No next-gen anti-virus
Other next-gen anti-virus
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5d. What Network Security Technology is in place?
CHECK ALL THAT APPLY | LIST ALL APPLICABLE VENDORS

Traditional Firewall

Next-Gen Firewall

Intrusion Detection / Prevention System (IDS/IPS)
Secure web gateway / Web proxy / network fltering
Protective DNS

CASB / SASE

No network security

Other network security

6. Data Security

6a. Where does sensitive data reside in the environment??
CHECK ALL THAT APPLY | LIST ALL APPLICABLE VENDORS

Mobile devices

User workstations

On-premise servers

Cloud Platform (AWS, Azure, GCP)

Saas Providers (HR systems, Payroll, etc.)
No sensitive data

Other
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6¢c. How is sensitive data encrypted across systems and devices?
CHECK ALL THAT APPLY

Full disk encryption (e.g. laptops)
Mobile device encryption (e.g. cell phones)
File level encryption
Data in-transit
D No encryption

Other encryption methods

Warranty

All Insureds agree that the statements contained herein are their agreements and representations, which shall be deemed material to
the risk, and that, if issued, the Policy will be in reliance upon the truth thereof. The misrepresentation or non-disclosure of any material

matter by the Insured or its agent will render the Policy null and void and relieve the Company from all liability under the Policy.

Print Name Signature Date





