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Employee Benefits Compliance  

HHS Proposes Updates to  HIPAA Security Rule to Strengthen Cybersecurity for 
Electronic Protected Health Information (“ePHI”)  
 

Introduction  

On December 27 th, 2024, the Office for Civil Rights (“OCR”) at the Department of Health and Human 

Services (“HHS” or “Department”) issued a Notice of Proposed Rulemaking  (“NPRM” or “Proposed 

Rule”) designed to strengthen cybersecurity standards under the HIPAA Security Rule. Specifically, 

the Proposed Rule would revise existing standards with the intent to better protect the confidentiality, 

integrity, and availability of  electronic protected health information (ePHI). The proposals would revise 

the Security Rule to address:  (1) changes in the environment in which health care is provided; (2) 

significant increases in breaches and cyberattacks; (3) common deficiencies the Office for Civil Rights 

has observed in investigations into Security Rule compliance by covered entities and their business 

associates (collectively, “ Regulated Entities”); (4) other cybersecurity guidelines, best practices, 

methodologies, procedures, and p rocesses; and, (5) court decisions that affect enforcement of the 

Security Rule.  The NPRM is scheduled to be published on January 6, 2025 , and once published, the 

public will have 60 days to provide comment . Whether the rule will ultimately be finalized given the 
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individually identifiable health information (“IIHI”) that is transmitted by or maintained in electronic 

media. Specifically, the Security Rule requires Regulated Entities to:   

• protect the confidentiality, availability, and integrity of ePHI ;  

• 
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insured plans rarely have access to PHI, if they do so on a regular basis (a “hands-on” plan), which can be 

the case in certain states that allow plan sponsor  access to fully insured medical plan data,  they would 

likely be required to fully comply with HIPAA’s Privacy and Security Rule requirements as well. For more 

information on the application of the HIPAA Privacy and Security Rule, see our Alliant Insight : 101 A HIPAA 

Foundation for Employer -Plan Sponsors. 

New Security Rule Proposals  

The NPRM includes a host of proposals designed to improve the confidentiality, availability, and 

protection of ePHI. While many of these are viewed by the Department simply as clarifications of 

steps Regulated Entities should already  

https://alliantazure.sharepoint.com/:u:/r/sites/AN_EB/Compliance1/Shared%20Documents/101%20A%20HIPAA%20Foundation%20for%20Employer-Plan%20Sponsors.aspx?csf=1&web=1&e=eXt8cL
https://alliantazure.sharepoint.com/:u:/r/sites/AN_EB/Compliance1/Shared%20Documents/101%20A%20HIPAA%20Foundation%20for%20Employer-Plan%20Sponsors.aspx?csf=1&web=1&e=eXt8cL
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but at least once every 12 months and in response to a change in the Regulated Entity’s 

environment or operations that may affect ePHI.  

• Require greater specificity for conducting a risk analysis, including a written assessment that 

contains, among other things:  

o A review of the technology asset inventory and network map.  

o Identification of all reasonably anticipated threats to the confidentiality, integrity, and 

availability of ePHI.  

o Identification of potential vulnerabilities and predisposing conditions to the Regulated 

Entity’s relevant electronic information systems  

o An assessment of the risk level for each identified threat and vulnerability, based on the 

likelihood that each identified threat will exploit the identified vulnerabilities.  

• Strengthen requirements for planning for contingencies and responding to security incidents. 

Specifically, Regulated Entities would be required to: 

o Establish written procedures to restore the loss of certain relevant electronic 

information systems and data within 72 hours.  

o Perform an analysis of the relative criticality of their relevant electronic information 
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members responsible for handling ePHI . The NPRM proposals may also require updates to an 

organization’s IT security infrastructure.  Whether updates will be required likely depends on the 

sophistication of an organization’s existing IT infrastructure. Most of the proposed requirements can 

be met by an IT security infrastructure that implements current best practices and complies with 

various state data privacy and security laws. Employer plan sponsors with less developed or 

sophisticated IT security infrastr uctures should review these proposed rules and (1) consider what 

changes might be required, and  (2) develop internal resources to address the issues or seek third 

party support IT security support. While employers sponsoring self - funded medical plans will be 

most impacted by th e new rule, e mployers sponsoring fully insured  plan  should also be aware of 

these proposals.   

As noted, whether this NRPM will be finalized after the new Administration takes office is uncertain, 

and the Alliant compliance team will monitor the NPRM and provide an update if the proposed rules 

become final.    

 

 

 

 

 

 

 

 

Disclaimer:  This material is provided for informational purposes only based on our understanding of 

applicable guidance in effect at the time and without any express or implied warranty as to its 

accuracy or any responsibility to provide updates based on subsequent d evelopments. This 
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