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Overview 

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is an expansive law that 
covers various aspects of health plan coverage and governs aspects of how health care providers 
interact with payers like 
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Portability  

https://alliant.com/media/g3bfasum/101-cafeteria-plans-background-and-basics.pdf
https://alliant.com/media/g3bfasum/101-cafeteria-plans-background-and-basics.pdf
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plans are excepted benefits if offered under a separate policy, certificate, or contract of insurance 
(insured plans only) or if participants may decline coverage or benefits are administered under a 
contract separate from administration for any other benefits under the plan (self-funded plans). 

Privacy and Security Rules (Administrative Simplification ) 

Covered Entities 

HIPAA’s privacy and security rules apply to group health plans, health insurers, medical providers and 
hospitals, and healthcare clearinghouses as “covered entities” and govern a category of data called 
Protected Health Information (PHI).  

One of the challenges in complying with HIPAA is that the privacy and security rules paint all of these 
categories of covered entities with the same brush. However, an employer sponsoring a self-funded 
group health plan may have little access to PHI where as a hospital or insurance carrier’s primary 
business operation involves greater access to health information.  

HIPAA defines a “group health plan” as an employee welfare benefit plan under ERISA, including 
insured and self-funded plans, to the extent the plan provides medical care. There is a seldom 
applicable exception for a plan with 50 or fewer participants that is administered by the employer 
plan sponsor. Importantly, this definition excludes ERISA covered plans that do not provide medical 
care, like life insurance and long- or short-term disability plans. Similarly, voluntary plans that are 
exempt from ERISA will fall outside of the scope of the group health plan and are, therefore, not 
governed by HIPAA.  

Protected Health Information  

The privacy rule applies to PHI, which is individually identifiable health information created, received 
or maintained by a covered entity. The security rule applies to electronic PHI (e-PHI), which is PHI that 
is transmitted by, or maintained in, electronic format. Examples of PHI include an Explanation of 
Benefits, documentation of H-FSA reimbursement, or a lab test or visit summary. 

Importantly, employment records are not considered PHI even if they contain medical information. 
This exception is understood to apply to all records needed for the employer to carry out its 
obligations under the FMLA, ADA, and similar laws, as well as files or records related to occupational 
injuries
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numbers; (12) vehicle identifiers and serial numbers, including license plate numbers; (13) device 
identifiers and serial numbers; (14) Web Universal Resource Locators (URLs); (15) Internet Protocol 
(IP) addresses; (16) biometric identifiers, including finger and voice prints; (17) full-face photographic 
images and any comparable images; and (18) any other unique identifying number, characteristic, or 
code. 

Insured Plans 

Compliance obligations vary based on funding. Insured plans can be “hands-off” or “hands-on,” 
depending on whether they choose to access PHI. A hands-off insured plan does not create or receive 
PHI other than summary health information for limited purposes and enrollment/disenrollment 
information. Most insured plans choose not to further access PHI in order to maintain hands-off status 
because the HIPAA privacy rule excepts fully insured hands-off plans from most of HIPAA’s 
administrative requirements as well as the requirement to provide a notice of privacy practices. This 
means that an insured hands-off plan does not need to maintain privacy and security policies, 
execute Business Associate Agreements, or distribute notices of privacy practices (see discussion 
below). Those obligations will fall to the insurance carrier. Note, however, that this status means that 
an individual authorization may be required to assist a participant with resolution of a claim etc., or 
otherwise access PHI. An insured plan that has access to PHI beyond summary and enrollment 
information (a “hands-on” plan) will need to comply with HIPAA’s administrative simplification rules 
generally to the same degree as a self-funded plan. Most plan sponsors structure the relationship 
between the plan(s) and insurer(s) to take advantage of the “hands-off” insured plan exception. 

Self-Funded Plans 

Unfortunately, there is no such thing as a “hands-off” self-funded plan. Regulations assume that the 
plan sponsor of a self-funded plan will have some access to PHI to administer the plan and make plan 
design decisions. Moreover, not all plan functions and obligations can be contractually delegated. 
This is the case even when all claims decisions and the day to day administration of the plan has been 
contracted to a TPA. For self-funded plans the employer/plan-sponsor is responsible for the plan's 
compliance with HIPAA so it must determine what the plan is required to do and put in place any 
policies and procedures, safeguards, contracts, and other mechanisms required for compliance. 

Requirements under the Privacy Rule 

Covered entities (here, self-funded plans and hands-on insured plans) must adopt policies and 
procedures that describe administrative, technical, and physical safeguards designed to protect the 
privacy of PHI.  

Administrative safeguards include:  

�x appointing a privacy official;  
�x providing appropriate workforce training;  
�x implementing policies and procedures for use and disclosure of PHI;  
�x preparing a notice of privacy practices; and 
�x executing business associate agreements. 

Technical safeguards refer to the technology and the policies and procedures a covered entity uses to 
protect PHI...  
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accessing PHI to assist in administering the plan. This routinely includes TPAs and brokers or 
consultants, like Alliant. 

Anytime a business associate further delegates a plan function or works with a third party that may 
access PHI a subcontractor agreement is required. This could include data processing firms or 
document destruction companies. Thus, all BAAs require business associates to execute any 
necessary subcontractor agreements.  

For tasks or services that seem like plan functions but actually fall outside of HIPAA it is a best practice 
to require a confidentiality agreement. For example, a stop loss carrier is actually not a business 
associate of the plan and stop loss coverage is not considered health insurance. However, where a 
plan or plan sponsor (most stop loss agreements are between the employer plan sponsor and the 
stop loss carrier) discloses PHI for purposes of placing a stop loss agreements, use of a confidentiality 
agreement is a best practice.  

Conclusion 

This is only a high level summary of HIPAA's requirements. There are many nuances to these general 
rules. However, even a basic understanding of HIPAA’s portability, non-discrimination, and 
administrative simplification rules can help avoid pitfalls in plan design and administration. For 
specific questions regarding HIPAA or assistance in implementing privacy and security framework (for 
self-funded plans) please reach out to your Alliant representative. 
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Security Rule Appendix 

Standard Implementation 
Specification 

Required or 
Addressable 

Description 

Administrative Safeguards 

Security 
Management 
Process 

Risk Analysis Required Make an accurate and thorough assessment of potential risks and 
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      Login Monitoring Addressable Implement procedures to monitor login attempts and to report 
discrepancies. 

      Password 
Management 

Addressable Implement procedures to create, change, and safeguard passwords. 

Security 
Incident 
Procedures 

Response and 
Reporting 

Required Identify and respond to suspected or known security incidents; 
mitigate, to the extent practicable, harmful effects of security 
incidents that are known to the entity; and document security 
incidents and their outcomes. 

Contingency 
Plan 

Data Backup Plan Required Establish and implement procedures to create and maintain 
retrievable, exact copies of electronic PHI. 

      Disaster Recovery 
Plan 

Required Establish (and implement as needed) procedures to restore any loss 
of data. 

      Emergency Mode 
Operation Plan 

Required Establish (and implement as needed) procedures to enable 
continuation of critical business processes for protection of the 
security of electronic PHI while operating in emergency mode. 

      Testing and 
Revision 
Procedures 

Addressable Implement procedures for periodic testing and revision of 
contingency plan. 

      Applications and 
Data Criticality 
Analysis 

Addressable Assess the relative criticality of specific applications and data in 
support of other contingency plan components. 

Evaluation None N/A Perform periodic technical and nontechnical evaluations of 
safeguards. 

Business 
Associate 
Contracts and 
Other 
Arrangements 

Written Contract 
or Other 
Arrangement 

Required Document the business associate's satisfactory assurances through a 
written contract or other arrangement that meets the requirements 
of the security rule. 

Physical Safeguards 

Facility Access 
Controls 
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Device and 
Media Controls 

Disposal Required Implement policies and procedures to address the final disposition of 
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Policies and Procedures and Documentation Requirements 

Policies and 
Procedures 

None  N/A Create and implement policies and procedures for compliance with 
the security rule. 

Documentation Time Limit 


